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e.g.

-
L
L

1 mark each to max 2 for description

Threat: Social engineering
Using deception to manipulate users
...lo gain personal data

Threat: Shoulder surfing (threat or expansion)
Watching a person entering a password
...and using it to access an account

Threat: Phishing
Fake emails sent to person /f click on link from fake email
Person sends personal data /f gives away personal data

Threat: Pharming
Software that redirects user to fake website // use of a fake website
Person enters personal data // gives away personal data

Threat: Denial of service // DOS [/ DDOS

Multiple requests sent to a server (simultaneously) // server is flooded with requests
More requests than the server can process /f uses all of the bandwidth available
Server cannot respond // server crashes/denies access // stops access to a network //
slows access to a network

Person gaining unauthorised access to a system/account

4 a 1 mark for each row (+') can be present, or not
Threat Anti- Penetration Encryption | Firewall
malware testing
Spyware v ()
Brute-force attack () v
Data interception v
SQL injection v (+)
4 b 1 mark for threat If threat is clearly wrong do

not FT.

If no threat given, read
description for name of
threat. If no name, do not
award.

If threat is vague award
matching description.

Allow social engineering as
the threat — naming and
description of
phishing/pharming/shoulder
surfing in the description.

Ransomware — MP3 cannot
be awarded for 'ransom' on
its own without reference to it
being paid.

For actions that the
malware/virus etc. can carry
out — award any feasible
action.

To delete/damage/access data

Threat: Virus/malware
Software that replicates/spreads

L]
-
-
-
L]
-
-
« Threat: Hacker
L ]
L
L]
+ Fills disk space
.

Deletes/corrupts data /f allows unauthorised access

Threat: Trojan

Malware disguised as legitimate software

Once installed acts as a virus // by example of action e.g. deleting files / allows
unauthorised access

Threat: Worm
Software that replicates across a network
Uses up all the bandwidth

Threat: Ransomware
Encryptsicorrupts/locks access to data

Cannot access data without paying a fee/money // pay fee/money to get them
back/decrypted // Cannot access data without meeting demands

Threat: Physical threat // by example
Damage to hardware
Deletes/corrupts data
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* Lzer access lavels

& Anti-vinus

o Dats can be readdwrilel read-wribe [ by axampla
= Prevants accidental changes
o Limits data wsers can access

5 {a) 1 mark sach to max 2 &.g. 2 | Securs momidevice i TV
# Locks
»  Koycard oniry Mark first in each answer
+  Biomelhic entry to room Space
*  Passcode entry to room
- M‘ DD ““ ““ p‘ﬂm. bl.-ll
+  Security guardsiteam do award passcodesiwond
¢ COTV on doars.
5 141 1 mark for sach name, 1 per bullet for matching to description to max 2 each. 6 | Mark mathod first. If method
g, is wrong, do not read on.
+ Anfi-mabsare mathad is unclear, or part of
o Scans for | identifies virus/spywara‘malhwara a descriplion of a method,
o Cormpanes dala lo a dalabase of malwarne read full answar,
o Alers user and requasts action such as .
o Cuarantines/deletes vinm'spyware/makyare If second method & a repeal
o Slops the download of virus/spyware/malwans of the first (for example
password and then baking
+ Firewall out) mark whola answar for
o Bcans incoming and aulgoing traffic max 3.
o Companes traffic to a criteria
o Bilocks traffic that is unauthorised
o EBlocks incoming/oulgoing iraffic
+ Encryption
o Scrambles dala
@ .. using an algorithm
o 5o if intercepted it cannot be understood
o Key nesded o decrypl

o3 0 Qo0

= Anti-spyware

0o o0

individual ...

+ Two-sbep authantication

Scans for | Identifies virus/malware

Compares daia io a database of viruses/malware
Aleris user and requesis aclion such as |
Quarantines/deletes virus/spywarns

Stops the download of vinusimalwara

Scans for | identifies spyware [ keylogger
Compares dala o a database of spywane
Alerts user and reguesis action such as .
Cuarantines/deletes spywarne

Slops the download of spywarmalwane

* Passwords/biometrics/authentcation
o codefingerprint e, has io be correctly entered o gain access
o sirong password f leters, numbers, symbols [ fingarprint is unigue to

o harderimpossible for a brute-force attack to succead
o lock after set number of falled afermpls

o @code is senl 1o user's separale device
o unauthorised person will nead access to this device as well
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Fireseall (1 — ADZ 1a) pravenils unauthorised access (1 - AD2 1b)
Anti-matears (1 = A02 1a) mmoves virusesispywam from infecting the
system (1 - AD2 1b)

Encryption {1 — ACZ 1a) any Intercepted dala is rendered useless [1 — ADZ
1b)

User access lewals (1 — ADZ 18] users hawe restncied access (1 - A02Z 1b)
Maebtwark palicses (1 = ADZ 1a) rubss thal define acoaplable usa (1 = AOQZ
1b)

&
ADZ 18 (3)
ADZ 1b (3)

[ 1 mark 1o e awarded lor each cormect

typa bo @ masimum of 3 marks, (&02
1a)

1 mark 1o be awarded for each cormect
axplanation fo 8 maximum of 3 marks.
{#02 1h)

Brings in filea via any medum (1 - AD2 1a)...

...mat allowingistopping extemal devices being used on e nebsork (1 <
A 1]

Doanloading infecied fles from the inlemed (1 = &02 1a)..
Jelocking/resinciing accass D insacune wabelas (1 — ALDZ 1b)
Allpwing physical access o the surgary’s nabwon (1 - &02 1a),

. Jocking of docraikey cardslamy physical security procedure (1 — AD2 1b)
Sanding'sharing sensitive data with third parties (1 = &02 1a).,

... blackingiresincling sccess 1o LISE pors/emailinternaliprinting (1 — A2
1b)

]

ADZ 18 (3)
AD2 1b (3)

1 mark 10 bé awarded Tor each oormec]
identification to a masimum of 3 marks,

{ADZ 1]

1 mark {0 bé adardad for each comect
autlining of & procedurs o & maxmum
al 3 marks. (AD2 1b)

Allow any reascnable combinaon of
arror and reasonable procedure io
miligate the risk.
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T d i |1 mark par bulliat to max 2 description 3
B.4.

can delebeicorrupl fes/data

can change files'data

can present ihe users accasaing files

can replicate fhrough (all connecied] devices
record keypresses and ransmit 1o third party
sheal data

slow network speed [ biock access 10 netwark

- = E = & & W

1 mark for prevantion
B.4.

Bl Sy g
ani-mabyvare
anti-winus

* firewsl

T d ii 1 rark per bullal 1o max 2 descriplion 3

9.

- O .

L ﬂﬂﬂﬂ BchEEs W USe s actouUnl'accass your pasawand
s . can access (private’confidential) data

« .canedil data

s can delele dals

= _..can install malware

¢ use your gained password elsewhane

» _..block your access bo your account

1 mark for prevantion
o0
= firenval

* glrong password
s lwa-step verification
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Cuestion Bnswor Mark Guidanco
1 a 4 Mark fret in box
1 mark for @ sullable prévesicn Do not ek negsaal
Threal Fravaniion

Firewall i {strong) passaand
Unaulharised | physical security I acoass righls
HCCESS sacurly guestions [ tao-slep
Authanication

Anti-virusimabsare  firgwal
natsnrk restncions @.g, N

vins downioads /i do not plug in unknown
siorage davioes
Firesaall 7 dio nol click on unkncwm
liriks i spam ler I sducalion abaut
Phishing what to daimat do if check
Sandertaabaite 0 des f raalfake
Dala Encryption
inbercspion
1 b 1 mark for esch suilable threal, and 1 mark Mor sulabs 4 fypeard dilferant ypes of wins
pravagrbion &g, WOR, TN Rnaraha,
o.g.
Spyaane | 1) anli-apyweans (1] Dia ol svwardd hacking, Brule-
Pharming (1] Check web sddreas is valid{l) forie - Balh coveead in
DOSD00S (1) Use of proxy sarmnfrewall (1) uraethonised ACCRSS.
Ramnscmwane (1) Use of anbmalware (1)
SOL injecian (1] Metwoik ierenacalaitabs o walidalion BOD ralveans

(1)

Socal angineering 1 people a8 & weak poinl (1] raming (1)
Pogr ritaodi policy | 1) educalion'satlirg nadas (1]
Hardware Tailaradoes (1) Backup (1)
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3 8 i 1 mark per bullet to max 3 3

a.4. AD2 1B (3)

* Malware could be put on the computer

=  Data pratection legislation stabes personal dala must be proteched /

breaks Data profection legisiation

.- breach of privacy

.hé could kose his job

Deleia files /¥ change data

... 50 the important work is lost/changed

Steal fles/datalinformation ¥ copy dalafilesfinformation |/ keylogger

transmils datafilesinformation to third party

- U Tor illegal activilies

= . eq. profil from the data /f gain private inforrmation | leak
information to the public

= Data could be locked

& & & & &

L]

3 a ii 1 miark for naming, 1 Tor description 1o max 2 per method 4 « [k nol acoept
Bg. ACA 1a (2] encryption/ant-malsare,
+ Password ADZ 1a(2) this will not prevent
*  No access withoul the password /7 description of strong password Jf unauthorised access.

limit atternpts 1o guess ¥ changing it regularly
* [ not accept penetration

# Limited atempts to get into laptop testing - it's a laplop, not a
+ before lapiop is locked niabwork.
Firewall « Login is ME for passwaord
Manitor incoming and oulgaing transmissions F Stop
unauthorized'umvanted incoming/outgoing transmissionsipackets. * Do mot accept access
rights - it's access to the
+ Biomelrics lapiop
+ Meed fingerprntretina scan

« Do not leave laptop logged onfunatiended
*  So thal olher peopls cannol physical access i

*  Physical security // keep in locked room
= So that people cannot physically access the laptop

* Do nol connect laplop to network [ slandalong compubes
= So that there are no network threats

*  Two-slep verification V teo-factor authentication
= [For example sending code to mobie phona

] b i | 1 mark per bullet to max 2 2 » ‘Meed the key to
« Uses an algosithm to A 1a (1) undersiand the data’ can
* ... jumble/scramble/mix up the data I/ turns it into cypher text I by ADZ 1b (1) get both MP2 and 3

exarnple

s it is accessed it cannot be understood /it s unintelligible # Cannol read the data If
+ Use of keys to encryptidecrypt data slaalag unreadable |s

GCSECOMPUTERSCIENCETUTOR.COM



https://www.gcsecomputersciencetutor.com/

GCST

2018 )

2 (] 1 mark for naming threat, 1 for description, 1 for prevention. ] Must be redevant to home use Le. not denial of

Max 3 per threat ACH 1 (3) | sendce, SOL injection.

AO2 1a (3)

.0 AD2 10 (3) | Do not allow adware, spam.

= ‘irus | trojan { worrn { malware

# Piece of software/codaia program that replicates itsedf | Do not allow backup as a pravention = it does
causes damage e.g. ediling/deleting files not prevent the threat occurring. Do not allow

+  Running anti-virus/anti-makware software i don't encryption for stopping a hacker.
downioad from unknown sources /i gon't click on _
unknown links Description must do more than repesal the

thraat.

= Spyware [ mabsare [/

+  Pioce of mmﬁﬁw that records Read whole response \o threa, identify threal
actions/key presses and sends this data o & third party first {(may not be at the start and may ba within
for analysis dascription), then look for descripbion.

*  [Running anti-spyware/anti-malware softwarafiresall i na threat identifisd. hen no mark for
Data nterception | passive prevention.

Data s seni o another device and is intercepled by a Allow any example of hacking for hacker e.g
third party . ; e
. Bon cracking (password |, active. Bui only once.
« Phishing Only award mabsvare once, for vinus or
.g. wirus identified, then malware

*  An e-mail has a link that when clicked directs the user to a duniied both can be awarded.
fake wutlullu_ that collects personal data Virus, then malware, then spyware, would get

« Metwork policy i firewall a repeat for final spyware.

« Pharming Al

* A piece of code installed that redirects user lo fake s Ransomware
website that collects personal data » Prevenis access to your files unless a

« Anti-mabwars 1 firgwall ransom is paid

s Anti-virusfirewall

# Hacker

= Pearson attempting to gain unauthorised access io the
natworkicomputers! data'files /! unauthorised access
and then delslinglediting datafiles

GQuestion Answer Mark Guidance

# Firewall If strong password /f biometrics |/ penetration
testing

# [Brute force atack

* Person/software using every combination of passwornds to
gain access

* Firewalli/strong passwords
Eocal enginesring
Person baing the weak point of the system [ by example
&.0. any example of decepton

* @0 Sirong passwords I check validity of sources
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